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Kurer for Outlook

● DANE-based S/MIME encryption and signing
○ No need to exchange public certs beforehand

● Works for any account connected to Microsoft 365 or a 
Microsoft Exchange  server
○ General POP3 or IMAP account support coming soon

● Platform-independent
○ Works in all modern browsers (Chrome, Firefox, Safari, Edge, etc.)
○ Works for Windows client
○ Works for Mac client

● Easily installable with Outlook’s usual add-on menu



What can it do?



DONE!

Sending Email with Kurer



Receiving Email with Kurer



How?



Settings

● Options to automatically encrypt and/or 

sign before sending any email
○ Signs then encrypts with both selected

● Allow your recipient to read text 

originally encrypted to you

● Fail-safe option for when the recipient 

doesn’t have a DANE cert to encrypt with
○ Set Kurer to prevent unencrypted email 

from sending

○ Never send an unencrypted email without 

being sure



Settings (cont.)

● Configurable private key for signing and 

decrypting

● Configurable public certificate for signing

○ Input this manually or automatically 

use your certificate from DANE
● Linked to your Outlook account, synced across 

all devices

○ Set up once, never worry about it again



Receiving Encrypted/Signed Emails

● Automatically detect if incoming 

emails are encrypted or signed

● Simply click the text to automatically 

decrypt the email and view the 

plaintext
○ New reply buttons with additional 

functionality



Implementation Details

● Settings all stored as key-value pairs in Outlook’s 

cloud--optional password to encrypt private key with
● Standard to send cert alongside signature to verify with--we disregard 

these and instead use DANE certs for verification

○ Plans in the future to support partial DANE certificates 

(fingerprints) which this cert will be useful for



Replying to Encrypted/Signed Emails

● Plaintext will be conveniently 

viewable at the top of the 

reply window
○ Will automatically be 

removed again before 

sending

● Same automatic 

signing/encrypting applies



Kurer will available for public 
installation soon


