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Secure email powered by DANE




Kurer for Thunderbird

® Modern add-on for Thunderbird Clients
® No-click solution for seamless DANE S/MIME

® Open-source
o https://github.com/gmu-msl/kurer-thunderbird



https://github.com/gmu-msl/kurer-thunderbird

What can it do?

® Compose S/MIME signed / encrypted emails
® S/MIME signed / encrypted emails
® Seamlessly replyin an encrypted conversation

And most importantly,

® Power all the above with intuitive user settings and minimal set-up



A side note

The following will show sending and receiving secure email using Kurer.
It assumes users have already posted their S/MIME certificates on DANE.

For the curious: there is a separate easy-to-use app to accomplish exactly that

(daneportal.net)

... for now, let’s jump right in!



Jump right in to sending secure email 3 | 1Hrayry ‘PA

3 Kurer - DANE-powered Secure Email

Only one setting is really needed for now:

® Enter your private key and sending email address to
allow signing your email

Composing messages

2 Add-ons Manages Seperate encrypt button @
signed by de .
Find more add-ons
If unable to encrypt for a recipient
Silently send unencrypled .

. When replying to an encrypted message
Find . Preserve encryplion .
Q ol > - E-powered Secure Email

s ! b -5 g 4 et R S 2 : g -~ Private keys
m Save As Entitie g :

B gty T i Single key for sign/encr
t Options Permissions Single key for sign/enc .

e Add-ons and Themes Key for decrypting and signing
m Account Settings

# Preferences Author
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Jump right in to sending secure email 3 | 1Hrayry ‘PA

3 Kurer - DANE- powe«ed Secure Email

Only one setting is really needed for now:

® Enter your private key and sending email address to
allow signing your email

Your email address used when signing

*. Add-ons Manager
minarg@opkicom

Find more add-ons
D Attachments Single key for sign/encr .
£ v N Key for decrypting and signing
Q Find
™ Pint
m Sove As
a Empty Trash

‘, y Kurer- DANE-powered Secure Email

Options Permissions
*- Add-ons and Themes

[0 Account Settings

# Didcants Author

File

Version
View

Go
Last Updated

| Saved successfully




Jump right in to sending secure email urer “Q

® Compose an email like normal

f Wite: test secure email - Thunderband

e | Wite | T Chat @l‘t:ll:lre:-:-iir-:-l-
File Edit View |nsert Fgrmat Options Jook Help

d P w ] W B L Y w it
Sae Attach Kurer

Send Spelling Security

From

Spelling Security

To

From  mina

Subject  tett cecure emal

Paagra. v | Variicth~ Mg T 7. T* B T Y 4 i

This is my first time using Kurer.

This message should be signed and encrypted so only you can read it and

you know | wrote it. @&




Jump right in to sending secure emalil

® Use the Kurer popup to toggle signing and click send encryptec
o The tag on the icon means the email will be signed when sending

# Wete: test secwre emadl - Thunderbwd = 0 %

# Viite: test secure email - Thunderbird - o *
File Edit View Options  Tools Help
4 | A B B
Spelling Secunty

Shiz

From  minar@0pkico L__l] o JR
Attach Kurer

Pasagraph Vv

‘.0] Enc

Subject test secure ema
Content-Type%3A%200pplication’ A%00%OA% 20smime

| urer (4
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MODONOAMEessage-IdMIAN20%3IC1643 7451568 74-0b43005-3ef826¢3- 21526 265%4010lse M3 EXODHOAMIME
Version%3A%201.0%00%0A

KOOROAMIIMDAYIKoZIhve DOUMXTCCDF kCAQhgg GkMIIBoAIBADBZMESxCZAIBgNVBAYTAIVTMREW
HOOROADWYDVOOQIDANWAX INaWSpYTEPMADGATUES: ) GIUMOQwWWCgYDVOQKDANNUOwxDJAMEBENVBAM
HODROABU 1 pbmnFyAgYBEXSIOr twPAYIKOZIVENAQEHMC%2 BgD2AN Bgighkg BZOMEAGE FAKECMBOGCSqGSIb3
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This is my first time using Kure

: SEND ENCRYPTED
This message should be signec | Thisis a !

you know | wrote it. &
) O sor
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Psst: also notice how we are sending secure
emails between entirely differentemail domains
— this is usually super difficult without DANE!



Making that easier urer “Q

Jumping back to the options for a sec, let’s look at how you could customize the composing experience:

‘;~ Kurer - DANE-powered Secure Email
S/MIME encrvoted secure email functiona .," powered by DNS-based Authent
(DANE & Wiite: [mo sulbgect] - Thundesbird
File Edit Wiew |nset Fgemat Optons Toch Help

4 45 . & B,

Send | Speling Seguaty Sk

u r e r \‘ From  menae@Oplicom

Toggle this on if you want Kurer to replace Thunderbird’s default send button
to always try and encrypt the email when sending

Details i Permissions

Composing messages

Seperate encrypt button @@
Not signed by default @ Toggle this on if you want to have Kurer's SIGN toggle ON BY

DEFAULT when writing a new email

If unable to encrypt for a recipient:
Silently send unencrypted @ Toggle this on if you want Kurer to abort sending if it could not find a
cert on DANE to encrypt for a recipient.
This increases security but makes Kurer more in-your-face at times.




Now, let’s take a look at how Kurer makes it easy to read secure email



urer g+

Now, let’s take a look at how Kurer makes it easy to read secure email

® Simply click on an email in your inbox and let Kurer do its magic

Me <minar®0

test secure emaid

menar@osterwel. net

Content-TypeX3AX28applicationX2fFpkcs7 -mimeX3BX20nameX3Dsnime . p7aX3BXE0OXAAR20smime - type]
DescriptionX3a%2@Envelopedi2eDatakeDieacontent -DispositionX3a%2e8attachmentX3BX2efilenal
XB0%OADateX3AR20TUeX2CX2001%20FebR202022%2020%3A21%3A29%20%280000%20%0AMessage - TdR3AX2I
XIEXCOROAMINE -VersionXk3A%201 . 0XR0%QANL0XSAMI IMDAY IKOZ ThveNAQCDOI IMXTCCOFKCAQIXgRGkMI 1B/
XO0XQADNYDVQQIDANWAXINAWSPY T EPMABGA LUE BuwwGUaV 2 dGIuMQuwwC g YOVQQKDANNUSWXD JAMBENVBAMM
XODXRABUpbaF yARYBEXiQr IWPAYIKOZ Thve NAQEHMCX 28D ANBR 1 ghk g BZQMEAREFAXECMBOGCSQGSIb3
%E0%X@ADQEBCDANBE 1 ghkgBZQMEAREFAASCAQCD3ySSYCF IX2F SYAXpkWGda6i MXEK@1SrUYR2FW7uIX7MIvKpX
Xe0%eAgHf X4 1eWgGfDa6Xuel JGaX281%52BTdnsnRQF hRHYYUSHBKGXISxX3{fsxeBerdS2F tiNHa 1 ler1dGhv
XBDXRAKgOLFFBTrvq9SNPZPmOnk2Qa%2814Udnz 1gFSvclQhIIOXRalgiW16T 2wlVBIQMUEBS ZOgNHZR2F SBAL
XO0XOAAKE Jv5Qke J4DRYX2F 1%2F Lt IngiMSELSbSevzznDaldjQuepsI6EdRRBED345u61 FOIQGANSY 2 SgX2FD
XO0XADSEP 2§ 1MPRtUX2B JyhyYrk1vWpS5tX2F BraerSons ioUdxofZ0twX2FVOda3XIRELX2F jX2848G6E0HMT,

NANRNAAC T SOALIIATA AN o) bl al TOME ANYCFF o O S TN R CAMNE e P s AT SRS« VAN ANt iR a W ANV A4

best segure email

test sedure email

el el

This is ry first time using Kurer.

This message should be signed and encrypted so only you can read it and you know | wrote it. @l



urer (@3

Now, let’s take a look at how Kurer makes it easy to read secure email

® You canreadany email, even with heavy HTML

Me <minar®

Me <punar@Oplacom>
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Informative status messages urer “Q

When you click on an email, Kurer will detect S/MIME automatically and attempt to decrypt and verify

Kurer will let you know if something goes wrong decrypting,

along with the verification status of a signed email:
Decryption failed
Issue on your side - you don’t have the correct key setin

Encrvpted-onl options (DANE cert sender used does not match, etc)

| Massage not signed by sendor

Massage not signed by sendar

Signed-only

Verification failed
Issue on senderside - honest setup error, spoofed
message, tampered message, etc
Signed and encrypted (el |




Replying urer “Q

Kurer makes it easy to reply to secure emails

® Just use the normal reply button, and Kurer will show the content of the secure
email while you are composing

B Write whateveryou like in the usual space above the

reply quote and then use any of the usual secure
On 2/1/2022 4:06 PM, minas @0pki.com wrote methOd S Whe n se nd | ng

v T T.T-B I Y A& ]

This demonstrates the default behavior of replies -
but that can be customized in the options

WN2ENZFBdPY Py DVGWH2BZmZrN2 F 2xEQhy FAhhA N 1 6COW Thx



Replying - options urer “Q

Jumping back to the options once more -
we can customize what happens when
replying to a secure email.

‘ X Kurer - DANE-powered Secure Email
Permissions

\ urer (¢

Composing messages

Default: the original secure message (as encrypted/signed) is included in the
reply quote. This is like the usual behaviour of emails, where it simply includes
whatever you are replying to in the part at the bottom. In our case, that part
remains encrypted and likely unreadable to anyone but you.

Toggle on to actually include the decrypted version of the original message in
the reply quote. This will make it look more like a normal email
When replying to an Shcrypted message: conversfatmn, but is potentially reducing security by undoing the
: encryption that the sender made.
Preserve encryption .




Other options

Key password

DMNS recursive resolver to use for DAME

You can use 2 different keys for signing
and encrypting

Kurer supports PKCS8 passphrase
protected Keys

For advanced users, you can customize
which DNS resolver to use for DANE



We saw Kurer:

® Compose S/MIME signed / encrypted emails
® S/MIME signed / encrypted emails
® Seamlessly replyin an encrypted conversation

Now how do we install it?



Set up Kurer

Download Kurer as a zip file.

(https://github.com/gmu-msl/kurer-thunderbird)

This PC Downloads

(70 kures-thundesbud zip

Name Date modifie Fype Suize
= _
[z
Q/29/2021 10:21 AM ZIP File 128K




Set up Kurer

£ Inbox - minarSislam@yahoo

Go to add-ons menu on TB st i DR
v minar Sislam @yahoo.cos & 0] Q @ O B
3 Inbex
DE".;I'.

Yoo Subject
Signed email Edit

signed test

@ Bulk Mai test Q Find
Trae 6 Pont

test

v ) minar@0pii.com B Svess
v £ Inbex B Empty Trash

Vorking Ku...Test Cas
=i ) # o
vDO
D Account Settings

D Drafts
'ﬁ' Options

< Sent Mad
& Al Msil 7 Customize

0 Spam
U Trash
) important
) Starred
v Locad Folders
9




Set up Kurer

4 Inbox - munarSslam@yahoc *- Add-ors Manager

Select Install from file

Find more add-ons

Manage Your Extensions

Check for Updates

View Recent Updates

‘ Jnstall Add-0n From Fie..

Debug Add-ons

Update Add-c

Reset All Add-ons to Updat

Manage Extension Shortouts




Set up Kurer

Select the downloaded zip file

Organize = Mew folder

Marmse

Today (1)
#F kurer-thunderbind.oip WII2021 1021 AM ZIP File

Earlier this year (1)

File narme | kurer-thunderbird. zip




Set up Kurer

Review permissions and add Kurer

£ inbox - minarSislam@yahos 3 Add-ons Manager X 8 6

‘ Add Kurer - DANE-powered Secure Email?
Find more add-ons “
It requires your permussion toc

* Read and moddy your email messages as you
e Your Extensions compase and send them
¢ Read and moddy your emaidl messages as they
are displayed to you
® Read your email messages and mark of tag them
® Access browsers tabs

Cancel




And that’s it!

Be sure to check out DANE portal to learn about the certificate-management side of
the equation



